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Grandes Opcoes 2024-28 antecipam revisao da Estratégia de Seguranca do Ciberespaco

A proposta de Lei das Grandes Opc¢oes para 2024-2028 revela “que

estd proposta a revisdo da Estratégia Nacional de Seguranca do
Ciberespaco 2019-2023" e que se pretende atribuir ao Centro Nacional de
Ciberseguranca (CNCS) “recursos adequados as necessidades presentes
e futuras (desde logo. combater o cibercrime e as ameacas hibridas) e
reforgar a sua cooperagcédo com o Servico de Informacgdes de Segurancga”.
Também o enquadramento juridico da ciberperseguicao, do ciberassédio
ou do incitamento ao édio online pode vir a ser revisto.

Segundo o documento, a ciberseguranca é um “dominio que exige atencéo redobrada, sendo fundamental
apostar em sistemas de gestdo da seguranca de informacéao e dados, para proteger as pessoas e as empresas,
mas também os 6rgdos e os servigos do Estado”.

Fonte: Proposta de Lei

Ciberameacas olimpicas com resposta internacional

Os Jogos Olimpicos de Londres (2012) registaram mais de 212 milhdes de
ciberataques, numero que subiu para 3.000 milhdes nas Olimpiadas de Pequim em
2022. Desde Londres que estes eventos internacionais “se tornaram um campo de
ensaio para os ciberataques, com pouco risco de retaliagao”.
PARIS 202\Y
G Isso sucedeu com o Europeu de Futebol deste ano, um “prellddio” ao que pode
L\-‘ ocorrer nos Jogos Olimpicos em Paris, para os quais foram apresentadas algumas
recomendacdes de seguranca. As autoridades francesas vao ser ajudadas pelos EUA
ou pela Esténia para se defenderem contra potenciais ciberataques, “a medida que
aumentam as preocupacdes de que a Russia possa tentar interferir” através de campanhas de desinformacéo.

Fontes: Computer Weekly, Stormshield, inCyber News, Dark Reading, Microsoft Security Magazine (12)

Criminalidade informatica aumentou em 2023, mas incidentes estabilizaram

O relatério Riscos e
Conflitos do Observatério

de Ciberseguranca do
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de que aumentou o risco
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https://www.parlamento.pt/ActividadeParlamentar/Paginas/DetalheIniciativa.aspx?BID=273900
https://www.computerweekly.com/news/2240168945/Cyber-attacks-launched-at-London-2012-Olympic-Games-every-day
https://www.stormshield.com/news/cybersecurity-olympic-games-lessons-learned-ahead-of-paris-2024/
https://incyber.org/en/article/london-paris-changing-threat-landscape-high-profile-international-events/
https://www.darkreading.com/cloud-security/euro-2024-becomes-latest-sporting-event-to-attract-cyberattacks
https://blogs.microsoft.com/on-the-issues/2024/06/02/russia-cyber-bots-disinformation-2024-paris-olympics/
https://www.securitymagazine.com/articles/100782-top-cyber-threats-targeting-the-paris-olympics
https://www.securitymagazine.com/articles/100782-top-cyber-threats-targeting-the-paris-olympics
https://www.linkedin.com/company/associa%C3%A7%C3%A3o-dns-pt/
https://www.facebook.com/dns.pt
https://unsplash.com/pt-br/fotografias/pessoa-segurando-iphone-5-preto-CXlqHmQy3MY

do cibercrime no ano passado, e conclui que:

- a criminalidade informatica aumentou mas o numero de incidentes estabilizou nalguns indicadores;

- as ciberameacas mais relevantes foram o ransomware (nomeadamente na Administracdo Publica Local), o
phishing e o smishing, outras formas de engenharia social, burlas online e comprometimento de contas;

- cibercriminosos, atores estatais e hacktivistas sédo os principais agentes de ameaga, com os primeiros a
liderar em numero e impacto em servigos;

- os individuos e as PMEs foram as vitimas mais frequentes.

Fonte: Relatdrio Riscos & Confiitos

BREVES

ICT specialists « Portugal tera falta de recursos humanos nas TIC, segundo o
ICT SPECIALISTS “Digital Decade 2024" da Comissé&o Europeia (CE), que apela
% of total employment =N . . .
S FORECAST @HISTORICAL @EU istricaland ideal trectory @EU 2050 aret ao reforco das competéncias em ciberseguranca. Os nimeros

2

variam da escassez critica dentro de dois anos - mitigada
por novas estratégias para ter profissionais qualificados,

10

8

em que a falta de competéncias é “uma enorme fraqueza” - até
M| quem defende que nao existe falta de candidatos.

0 | . ACE reconhece no mesmo relatério que as operadoras de
em Portugal “estéo a investir montantes significativos na
substituicao de equipamentos para cumprir os requisitos de
seguranca” no 5G, quando se sabe que os dispositivos moveis
ico. A ENISA abriu uma

Note: The source of national forecast values is the 2023 country roadmap

Fonte: Diaital Decade Country Report 2024

com esta tecnologia estéo vu 3 )
consulta publica para certificacdes 5G.

« O Instituto Politécnico de Beja ficou sem 50 mil euros num esquema de fraude informatica conhecida por

“CEO Fraud”, semelhante ao que ocorreu com o Instituto de Gestao Financeira da Educacéao, mas em que as
autoridades conseguiram recuperar os 2,5 milhdes de euros transferidos para contas bancarias indevidas.

- Quase 700 queixas em Portugal pelo esquema Pig Butchering.

« A sofisticacao e frequéncia dos ataques contra a cadeia de fornecimento de software estd a aumentar e
preocupa os profissionais de Tl. Recentemente, foram divulgados dados pessoais de funcionarios da Nokia
e da Microsoft a partir do acesso a outras empresas, enquanto vulnerabili N3 tet deixaram
aplicacdes macOS e i0S suscetiveis de incorporar cédigo comprometido.

+ 0 “"complicado” papel da inteligéncia artificial (I1A) na ciber ranca, quando a “corrida ac armamento”
da IA divide os especialistas. Os CISOs devem planear estratégias para “disaster recovery” ou “ransomware
recovery”, e analisar o impacto nos recursos humanos. E o “Al hacking” nao ficara limitado aos computadores.

- 78% das organizagdes vé a IA como um risco emergente mas mais de metade usa-a para melhorar a

eficiéncia perante os riscos digitais. Estes aumentam com a estratégia de “Bring Your Own Al” para o local de
trabalho.

+ A OpenAl escondeu ter sofrido um ataque informatico que pode ter “revelado segredos internos e suscitou
preocupacdes em matéria de seguranca nacional”.

nomeadamente ao diminuir a exclusdo das mulheres num setor


https://www.cncs.gov.pt/docs/rel-riscosconflitos2024-obcibercncs.pdf
https://digital-strategy.ec.europa.eu/en/library/digital-decade-2024-country-reports
https://digital-strategy.ec.europa.eu/en/news/eurobarometer-survey-confirms-eu-must-reinforce-cybersecurity-skills
https://www.computerworld.com/article/2135542/within-two-years-90-of-organizations-will-suffer-a-critical-tech-skills-shortage.html
https://www.cybersecuritydive.com/news/cyber-workforce-jobs-skills-gap-security/719303/
https://www.securitymagazine.com/articles/100740-women-face-nearly-twice-as-much-exclusion-in-cybersecurity-than-men
https://www.securitymagazine.com/articles/100802-securitys-women-in-security-2024
https://www.securitymagazine.com/articles/100781-untrained-users-are-the-greatest-weakness-in-a-cyber-defense-plan
https://www.darkreading.com/cybersecurity-operations/no-cyber-labor-shortage
https://eco.sapo.pt/2024/07/03/operadoras-estao-a-investir-somas-significativas-para-substituir-equipamentos-de-fornecedores-de-risco/
https://www.darkreading.com/mobile-security/your-phone-s-5g-connection-is-exposed-to-bypass-dos-attacks
https://www.enisa.europa.eu/news/share-your-feedback-enisa-public-consultation-bolsters-eu5g-cybersecurity-certification
https://www.publico.pt/2024/07/02/sociedade/noticia/politecnico-beja-perdeu-50-mil-euros-fraude-informatica-2095638
https://www.jn.pt/7837111828/recuperados-25-milhoes-de-euros-transferidos-para-piratas/
https://www.publico.pt/2024/07/13/sociedade/noticia/burla-pig-butchering-promessa-ganhar-dinheiro-facil-leva-jovem-perder-3500-euros-2097436
https://edition.cnn.com/2024/06/17/asia/pig-butchering-scam-southeast-asia-dst-intl-hnk/index.html
https://www.securitymagazine.com/articles/100741-fortifying-the-software-supply-chain-a-crucial-security-practice
https://ptsoc.pt.pt/pt/ptsoc-news-13/
https://www.itpro.com/software/software-supply-chain-attacks-are-soaring-and-security-leaders-are-sluggish-to-react
https://hackread.com/hacker-leaks-microsoft-nokia-employee-details/
https://arstechnica.com/security/2024/07/3-million-ios-and-macos-apps-were-exposed-to-potent-supply-chain-attacks/
https://www.darkreading.com/vulnerabilities-threats/friend-or-foe-ai-complicated-role-in-cybersecurity
https://www.itpro.com/security/the-top-three-trends-in-ai-security-in-2024-so-far
https://www.securitymagazine.com/articles/100717-ai-arms-race-cybersecurity-defenders-in-the-age-of-evolving-threats
https://www.infosecurity-magazine.com/news/it-leaders-fiftyfifty-using-genai/
https://www.csoonline.com/article/2139710/disaster-recovery-vs-ransomware-recovery-why-cisos-need-to-plan-for-both.html
https://www.tradearabia.com/news/REAL_423987.html
https://www.securitymagazine.com/articles/100761-will-the-ai-revolution-collapse-the-cybersecurity-skills-gap
https://www.harvardmagazine.com/2023/02/right-now-ai-hacking
https://www.securitymagazine.com/articles/100820-78-of-organizations-are-tracking-ai-risks
https://www.securitymagazine.com/articles/100654-does-gpt-4-risk-accelerating-cybercrime
https://www.technewsworld.com/story/bring-your-own-ai-to-work-creates-a-field-day-for-cyberattackers-179260.html
https://www.tomshardware.com/tech-industry/artificial-intelligence/openai-was-hacked-revealing-internal-secrets-and-raising-national-security-concerns-year-old-breach-wasnt-reported-to-the-public
https://techstartups.com/2024/07/05/openai-hacked-hacker-stole-openais-internal-ai-secrets-in-a-data-breach-nyt-reports/

Financial sector is well ahead in overall maturity
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+ As grandes arganizacdes aumentaram em 15% a forca de trabalho
dedicada a cibersegurancga, com um profissional para cada 1.086

funcionarios. Em 2023, um especialista lidava com 1.285 funcionarios.

+ Metade dos funcionarios teme punicao se comunicar erros de
seguranca dentro da sua organizacéo.

- Os prémios a pagar pelos ciber-seguros estao a diminuir consoante
melhora a ciberseguranca nas organizacées, mas o volume de sinistros

continua a crescer e muitos ataques nao estao “totalmente cobertos”.

+ Os ciberataqg aumentaran quéncia e gra

idade no dltimo ano e a maioria das empresas nao esta

preparada para ataques de ransomware, de phishing ou ao DNS.

« Industria automdvel preocupada com ciberseguranca, quando ciberataques industriais fazem aumentar.

despesa em ciberseguranca.

- Os deepfakes ja chegaram ao mundo empresarial. Como os combater?

+ "0 impact nomi ransomware é profundo, afetando empresas, governos e individuos a nivel mundial.

Compreender os fatores econdmicos que impulsionam o ransomware € crucial para desenvolver estratégias

eficazes de combate a este flagelo crescente”.

« Revitimizagéo: uma nova tatica dos grupos de

ciberextorsao que, paraisso, se estao a concentrar

em taticas de evasao para “aumentar o tempo de
L les d it

+ O valor médio dos pedidos de resgate em

ataques de ransomware foi superior a 5 milhdes de
délares no primeiro semestre de 2024. Aumento
reflete confianga dos grupos criminosos nas suas
capacidades e no valor dos dados roubados.

+ Os EUA ndo pretendem

« Ministro das Comunicacodes da Indonésia pressionado a demitir-se na sequéncia de ciberatague com LockBit 3.0.

Cy-X over time

Victims and actors count observed on double-extortion leak sites over time Victims count M No. of actors
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nir o pagamento dos ciber-resgates.

- Operadora sul-coreana de telecomunicacgdes tera infetado com malware utilizadores de servicos P2P.

« Grupo de ransomware Volcano Demon usa chamadas telefénicas

ameacadoras para intimidar e negociar pagamentos com as vitimas.

- Licdes sobre a “catastrofe” do ataque a Change Healthcare. A ordem

executiva para analisar o “maior e mais sofisticado ataque” & SolarWinds
nao teve consequéncias.

- E melhor uma comunicacao centralizada de ciberincidentes para

“apoiar a transparéncia, a colaboragéo e a melhoria da seguranca em todo o setor”.

- O presidente da Microsoft prometeu mudancas na seguranca dos produtos e servigos.

Fonte: Orange Cyberdefense 2024


https://www.wavestone.com/en/insight/cyber-benchmark-2024-progress-in-cyber-maturity-continues-yet-pace-is-slow/
https://www.infosecurity-magazine.com/news/employees-fear-punishment-reporting/
https://www.infosecurity-magazine.com/news/employees-fear-punishment-reporting/
https://www.reuters.com/technology/cybersecurity/cyber-insurance-rates-fall-businesses-improve-security-report-says-2024-06-30/
https://www.cybersecuritydive.com/news/cyber-insurance-companies-invest-security/719930/
https://www.darkreading.com/cyber-risk/marsh-insurance-volume-of-cyber-insurance-claims-reaches-new-heights
https://www.darkreading.com/cyber-risk/marsh-insurance-volume-of-cyber-insurance-claims-reaches-new-heights
https://www.cybersecuritydive.com/news/cyber-insurance-gaps-cyberattack/713786/
https://www.securitymagazine.com/articles/100839-40-of-organizations-are-unprepared-for-phishing-attacks
https://www.cybersecuritydive.com/news/cybersecurity-top-concern-auto-industry-rockwell-automation/720453/
https://www.axios.com/2024/06/21/cdk-cyberattack-supply-chain-hacks
https://www.cybersecuritydive.com/news/industrial-ot-cybersecurity-spending-growth/720172/
https://www.securitymagazine.com/articles/100827-cyber-budgets-year-over-year-have-increased-by-59
https://www.securitymagazine.com/articles/100827-cyber-budgets-year-over-year-have-increased-by-59
https://www.csoonline.com/article/2140614/deepfakes-coming-soon-to-a-company-near-you.html
https://www.extremetech.com/internet/fighting-fakes-3-new-solutions-for-determining-image-provenance
https://securityaffairs.com/164636/cyber-crime/financial-dynamics-ransomware-attacks.html
https://www.orangecyberdefense.com/global/news/research/orange-cyberdefense-releases-cy-xplorer-2024
https://www.infosecurity-magazine.com/news/ransomware-defense-evasion-data/
https://www.infosecurity-magazine.com/news/ransomware-defense-evasion-data/
https://www.techradar.com/pro/security/average-ransomware-payment-demands-soars-as-criminals-grow-more-confident
https://therecord.media/cisa-easterly-dismisses-ban-on-ransomware-payments
https://therecord.media/indonesia-cyberattack-communications-minister-petition
https://www.theregister.com/2024/07/04/hackers_of_indonesian_government_apologize/
https://en.tempo.co/read/1888149/communication-and-informatics-minister-budi-arie-setiadi-this-attack-has-paralyzed-us
https://www.theregister.com/2024/06/27/kt_p2p_malware_claim/
https://www.halcyon.ai/blog/halcyon-identifies-new-ransomware-operator-volcano-demon-serving-up-lukalocker
https://therecord.media/ransomware-group-volcano-demon-lukalocker
https://www.csoonline.com/article/2140608/8-critical-lessons-from-the-change-healthcare-ransomware-catastrophe.html
https://www.itpro.com/security/cyber-attacks-on-healthcare-organizations-are-surging-heres-why
https://www.healthcaredive.com/news/change-healthcare-cyberattack-data-breach-notifications-start/719514/
https://www.propublica.org/article/cyber-safety-board-never-investigated-solarwinds-breach-microsoft
https://www.securityweek.com/microsoft-alerts-more-customers-to-email-theft-in-expanding-midnight-blizzard-hack/
https://www.darkreading.com/cybersecurity-operations/centralized-cyber-incident-reporting-can-improve-effectiveness
https://www.cybersecuritydive.com/news/microsoft-president-culture-changes-security/719003/
https://www.techpolicy.press/transcript-house-of-homeland-security-hearing-on-assessing-microsofts-cybersecurity-shortfalls/
https://www.neowin.net/news/microsoft-explains-why-it-wants-you-to-switch-to-microsoft-account-from-local-account/
https://www.xda-developers.com/microsoft-retiring-windows-mail-calendar-outlooks-light-web-version-2024/

o digest

+ 0 impacto da proibicdo norte-americana a empresa de ciberseguranca Kaspersky.
- Ciberataque politico nos EUA contra “think tank” conservador.
- 10 mil milhées de antigas e novas passwords divulgadas no ficheiro “RockYou2024".

« Violacdo de dados expds registos de chamadas telefénicas e mensagens de texto de 110 milhdes de clientes
da operadora norte-americana AT&T, que terd pago pela eliminacdo dos dados mais sensiveis.

+ 78% das pessoas usam a mesma password em diferentes contas. E quais sdo

as passwords mais perigosas usando o nome de icones culturais? THE MOST DANGEROUS

MEDIA FRANCHISES
) . T0 USE AS PASSWORDS IN 2024 =
« Burlées enganam duplamente as vitimas com oferta de ajuda para I\ =

recuperarem das burlas. Outros optam pela “intimidacao fisica”.

- Metade dos esquemas fraudulentos em Singapura ocorre em plataformas
da Meta (WhatsApp, Facebook e Instagram). Em Macau, os ciberataques
aumentaram em 2023 e continuam.

- Australiano acusado de criar pontos de acesso WiFi gratuitos a imitar redes
legitimas, para captar dados pessoais.

« Apple alerta contra ataques de spyware nos iPhone, mas Android também é
inseguro.

&2 mailsuite

- Diretdrio de ferramentas e recursos de ciberseguranca e ferramentas de andlise de malware.

« Anos a encher a Web de conteudos duvidosos.

Europe Programme.
O Regulamento da Inteligéncia Artificial (versao final).

@ Regulamento do Parlamento Europeu e do Conselho gue Cria Regras Harmonizadas em Matéria de
Inteligéncia Artificial.

O Calling Time on DNSSEC?
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https://www.bitsight.com/blog/impact-kaspersky-ban
https://cyberscoop.com/hackvists-release-two-gigabytes-of-heritage-foundation-data/
https://www.theregister.com/2024/07/12/gay_furry_hackers_2025/
https://www.tomshardware.com/tech-industry/cyber-security/biggest-password-leak-in-history-spills-10-billion-passwords
https://www.tomshardware.com/tech-industry/cyber-security/biggest-password-leak-in-history-spills-10-billion-passwords
https://techcrunch.com/2024/06/29/2024-in-data-breaches-1-billion-stolen-records-and-rising/
https://cybernews.com/security/rockyou2024-largest-password-compilation-leak/
https://krebsonsecurity.com/2024/07/hackers-steal-phone-sms-records-for-nearly-all-att-customers/
https://www.theverge.com/2024/7/14/24198294/att-paid-370000-ransom-hacked-customer-data-deleted-may
https://www.securitymagazine.com/articles/100765-78-of-people-use-the-same-password-across-multiple-accounts
https://mailsuite.com/blog/the-most-dangerous-pop-culture-passwords/
https://www.theregister.com/2024/07/09/australia_rescam_warning/
https://www.darkreading.com/remote-workforce/euro-vishing-fraudsters-add-physical-intimidation-to-arsenal
https://restofworld.org/2024/singapore-scams-meta/
https://therecord.media/macau-government-websites-hit-with-cyberattack
https://therecord.media/macau-government-websites-hit-with-cyberattack
https://www.afp.gov.au/news-centre/media-release/man-charged-over-creation-evil-twin-free-wifi-networks-access-personal
https://techcrunch.com/2024/07/10/apple-alerts-iphone-users-in-98-countries-to-mercenary-spyware-attacks/
https://www.wired.com/story/smartphone-encryption-law-enforcement-tools/
https://www.wired.com/story/smartphone-encryption-law-enforcement-tools/
https://cybersectools.com/
https://expertinsights.com/insights/the-top-malware-analysis-tools/
https://www.theverge.com/24195879/advon-commerce-ai-sports-illustrated-gannett-product-reviews-spam-seo
https://digital-strategy.ec.europa.eu/en/news/commission-invest-over-eu210-million-cybersecurity-digital-capacities-and-technology-under-digital
https://www.bvp.com/atlas/state-of-the-cloud-2024
https://eur-lex.europa.eu/legal-content/PT/TXT/HTML/?uri=OJ:L_202401689
https://data.consilium.europa.eu/doc/document/PE-24-2024-REV-1/pt/pdf
https://data.consilium.europa.eu/doc/document/PE-24-2024-REV-1/pt/pdf
https://www.potaroo.net/ispcol/2024-05/dnssec-fin.html
https://www.enisa.europa.eu/news/esas-and-enisa-sign-a-memorandum-of-understanding-to-strengthen-cooperation-and-information-exchange
https://pt.pt
https://ptsoc.pt.pt



