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A procura de um espaco digital seguro

0 “zero draft” do Global Digital Compact, que teve
as contribui¢cdées nacionais do .PT e da Anacom no

processo de consulta publica, agrega-se em cinco G IObaI
compromissos: superar a exclusao digital e acelerar . I

para os objetivos de desenvolvimento sustentavel
(ODS); expandir as oportunidades para a inclusao na
economia digital; garantir um espaco digital inclusivo,
aberto, seguro e protegido; avangar numa governacgao
internacional equitativa dos dados; e governar as
tecnologias emergentes, incluindo a inteligéncia
artificial, para a humanidade.

Compact

A iniciativa surge quando se analisam os problemas para conseguir uma entidade Unica responsavel

pela manutencéo e seguranca da Internet, como nota a Global Cyber Alliance ou a Common Good Cyber.
Entretanto, as negociacdes para uma nova Convencéo do Cibercrime das Nag6es Unidas terminaram sem
consenso e a votacao adiada.

Fontes: “Zero draft’, Global Digital Compact, Dark Reading, Global Cyber Alliance, Common Good Cyber, Digital Watch

As apostas na ciberseguranca do Governo

No &mbito do seu Programa, aprovado em Conselho de Ministros e discutido no Parlamento, o Governo
pretende consensualizar a revisao da Estratégia Nacional de Seguranca no Ciberespaco, “adotar
adequadamente” a NIS2; dotar o Centro Nacional de Cibersegurancga de recursos adequados e reforgar a
cooperacado do CNCS com o SIS.

Propde-se ainda “combater o cibercrime e as ameacas hibridas, como a desinformacéo, a propaganda e a
interferéncia eleitoral”, nomeadamente pela “utilizacao ilegitima de plataformas digitais”.

Na Administragao Publica (AP), quer “progredir”
na digitalizacao, desmaterializacéo de processos,
desenvolvimento tecnoldgico, reforco da
ciberseguranca, e integracao de ferramentas” de
inteligéncia artificial (1A).

0 Executivo quer ainda “maximizar a resiliéncia
cibernética da AP e local”, com sistemas de gestao
de seguranca da informacao; garantir a protecao dos
dados pessoais e privacidade dos utilizadores online,
reforcando os mecanismos de fiscalizacao, denuncia
e sancao, e promover a adog¢ao da encriptacéao.

Fonte: Program XXIV Govern nstitucional



https://www.un.org/techenvoy/sites/www.un.org.techenvoy/files/Global_Digital_Compact_Zero_Draft.pdf
https://www.un.org/techenvoy/global-digital-compact
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https://commongoodcyber.org/
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https://www.portugal.gov.pt/download-ficheiros/ficheiro.aspx?v=%3d%3dBQAAAB%2bLCAAAAAAABAAzNDE0swQAB5%2ba1gUAAAA%3d
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https://www.facebook.com/dns.pt
https://unsplash.com/pt-br/fotografias/um-megafone-de-fake-news-com-a-palavra-fake-news-saindo-dele-HQhgbdwHmSM

CNCS publica Referencial para comunicacao em crises de ciberseguranca

N O Centro Nacional de Ciberseguranca
Nenaiods disponibilizou um Referencial de
o Comunicacao de Risco e Crise em
Ciberseguranca para ajudar as
organizacdes nacionais a comunicarem
Inidontos mais eficazmente em situagdes de risco e
o ® ® o de crises de ciberseguranca.

Incidentes
Menores

Situagéo
de Crise

O documento procura agilizar a

o, comunicacao com autoridades, clientes,

, fornecedores, colaboradores internos e
media, entre outros, por forma a “responder
aos incidentes de forma adequada” e a

gerir a reputacao da organizacao, com a disponibilizacao de “templates” e passos a seguir para “promover o

continuo aperfeicoamento dos planos de comunicacgéo”.

Funcionamento
Normal da
Organizagio

Impacto Baixo Impacto Elevado

0 Referencial divide-se nas trés fases de preparar a comunicacéao, responder a crise e pontos a melhorar
e pode ter uma particular relevancia para as entidades com menos competéncias internas na area de
comunicacao em ciberseguranca.

Fonte: CNCS

Os novos problemas que esperam os poucos CISO

Apds o BYOD, a nova vaga do BYOAI sem autorizacao das chefias vai aumentar o potencial para ciberataques
por IA? O problema ocorre quando apenas 5% de 4.000 empresas a nivel global assume ter responsaveis de
ciberseguranca nos seus quadros, e o trabalho dos CISO estar mais dificultado, nomeadamente no quadro
regulatério.

Este setor continua a ser um “clube de rapazes”. Em Espanha, a engenharia informatica é a que tem menos
matriculadas (14%). O desinteresse tem paralelo nos rendimentos: apesar das disparidades estarem a diminuir
(sobretudo ao nivel intermédio), as mulheres ainda ganham menos do que os homens e dificiilmente acedem a
cargos como Theresa Payton, primeira ClO da Casa Branca.

Além da escassez de quadros, e apesar de ser uma grande preocupacao, falta as PMEs uma cultura de
ciberseguranca. No geral, no Reino Unido, a resposta das empresas aos ciberataques é “surpreendente”,
apesar dos acionistas gostarem do investimento em seguranca. As frageis PMEs confrontam-se ainda com
o roubo de identidades por cibercriminosos a usar a (preocupante) IA. Como afirma um responsavel do setor,

"agora quase todos conseguem fazer os ciberataques mais sofisticados que existem”.

Fontes: BYOD, Axios, Diligent Institute, CSO (1 2, 3, 4, 5), Dark Reading (1 2, 3), Cybersecurity Dive (1 2), CyberScoop, Nuevas Realidades, Security Intelligence,
Hacker News, Forbes, Eco, The Register, US Chamber

BREVES

+ O setor das Tl em Portugal tem “uma procura sélida por talentos especializados, o que se reflete em salarios

competitivos para atrair e manter os melhores profissionais”, nota a Adecco no Guia Salarial das Tecnologias de
Informacéo para 2024.

- O SIRESP terd novo presidente, deve evoluir da tecnologia TETRA para LTE/5G e uma fuséo entre redes de

emergéncia civil e militar.

+ Se o cibercrime fosse um pais, seria a terceira maior economia do mundo.
B


https://www.cncs.gov.pt/docs/ref-com-crisecncs.pdf
https://www.techtarget.com/whatis/definition/BYOD-bring-your-own-device
https://www.axios.com/2024/04/03/ai-security-employers-workers
https://www.diligentinstitute.com/report/cybersecurity-audit/
https://www.csoonline.com/article/2088360/boys-club-mentality-still-a-barrier-to-womens-success-in-cybersecurity-careers.html
https://www.csoonline.com/article/2079619/security-concerns-could-be-holding-back-ai-projects.html
https://www.csoonline.com/article/2066687/the-obstacles-women-face-to-get-the-ciso-job.html
https://www.csoonline.com/article/2074539/when-the-boss-doesnt-fit-most-managers-of-increasingly-diverse-cybersecurity-workforce-still-male-white.html
https://www.csoonline.com/article/2075262/report-suggests-cybersecurity-investment-board-involvement-linked-to-better-shareholder-returns.html
https://www.darkreading.com/cybersecurity-analytics/ai-dual-role-smb-brand-spoofing
https://www.darkreading.com/cyber-risk/how-cisos-can-make-cybersecurity-long-term-priority-for-boards
https://www.darkreading.com/cyber-risk/a-ciso-s-guide-to-materiality-and-risk-determination
https://www.cybersecuritydive.com/news/security-professionals-salaries/712939/
https://www.cybersecuritydive.com/news/small-business-cybersecurity-strategy/711870/
https://cyberscoop.com/women-make-less-than-men-in-us-cyber-jobs-but-the-gap-is-narrowing/
https://nuevasrealidades.ethic.es/la-formacion-de-mujeres-stem-el-reto-para-un-futuro-tecnologico-mas-inclusivo/
https://securityintelligence.com/articles/ciso-role-evolution/
https://thehackernews.com/2024/04/ciso-perspectives-on-complying-with.html
https://www.forbes.com/sites/nancywang/2024/03/21/breaking-barriers-meet-the-first-woman-cio-at-the-white-house/
https://eco.sapo.pt/entrevista/agora-quase-todos-conseguem-fazer-os-ciberataques-mais-sofisticados-que-existem/
https://www.theregister.com/2024/04/09/uk_biz_response_to_cybercrime/
https://www.uschamber.com/sbindex/quarterly-spotlight
https://recruitment.adecco.pt/adecco-portugal-lanca-guia-salarial-setor-das-ti-2024/
https://recruitment.adecco.pt/adecco-portugal-lanca-guia-salarial-setor-das-ti-2024/
https://www.dn.pt/81628493/siresp-vai-ter-novo-presidente-general-deixa-missao-cumprida/
https://www.siresp.pt/media/filer_public/72/07/72077d77-bdda-4510-a5c0-a3d7f102a29f/balanco_siresp.pdf
https://www.evolvesecurity.com/blog-posts/actual-cost-of-cybercrime
https://www.technewsworld.com/story/hacker-nation-the-worlds-third-largest-economy-179108.html
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+ Parlamento Europeu aprovou normas de_

If DMARC policy
passes, deliver ®

ciber-resiliéncia para proteger produtos digitais

de ciberameacas, enquanto a CSA lanca um XO 8 ﬁﬂ’

conjunto de normas para a loT.
+ Tendéncias para os ataques a ciberseguranca em 2024.

- Economia do espaco valia 630 mil milhées de ddlares em 2023 mas sistemas néo séo considerados
como infraestruturas criticas nos EUA, & semelhanca da Europa. Entretanto, ja foi langcado um curso de

ciberseguranca para o espaco.
+ O European Union Cybersecurity Certification Scheme for Cloud Services (EUCS) visto pela industria de

servicos e acusado pela falta de referéncias a soberania dos fornecedores de cloud.

» Calendério e funcionamento da perigosa vulnerabilidade (CVE-2024-3094), descoberta pelo “curioso” Andres
Ereund no programa em “open source” ZX Utils. A andlise de Bruce Schneier.

- UNAPIMON, o malware que se esconde dos programas antivirus.

« Autoridades alertam Microsoft para as falhas de seguranca na cloud.

- Apple avisou utilizadores em 22 (ou 150) paises para ataques de spyware.

- Cibervigilante ataca Internet da Coreia do Norte e apresenta estratégia a defesa dos EUA, enquanto lider do

grupo LockBit revela como as autoridades agiram contra o grupo.

« llha de Palau sofre atague de ransomware
$1M+ ransoms as a share of all ransomware payment volume, Jan 2021 - Dec 2023 reclamado por dois grupos, mas sem forma de

== $1M+ ransom payments == All other ransom payments
pagar resgate a qualquer um.

80.0%

+ Razoes para o potencial decréscimo dos
s0.0% ataques de ransomware em 2024, quando o
ior tar para vir.

40.0%

« Cibercriminosos distribuem malware em

paginas do Facebook disfarcando-se de

2004 marcas de software de IA.

Share of all ransomware payment volume (7-month moving average)

o » Os “jailbreaks” do ChatGPT estao a ser
.0%
Jan 2021 Jul 2021 Jan 2022 Jul 2022 Jan 2023 Jul 2023 dﬁmmm_mm em férunS de

ooarav: ] atividades maliciosas.

« Os ataques de “phishing ados de fidveis sociedades de advogados atacam com malware em

diferentes linguas. E sites de obituarios estdo a ser usados para distribuir malware.



https://www.theregister.com/2024/04/03/google_cookie_strategy/
https://blog.chromium.org/2024/04/fighting-cookie-theft-using-device.html
https://www.xomedia.io/blog/a-deep-dive-into-email-deliverability/
https://www.forbes.com/sites/forbestechcouncil/2024/04/03/cyber-resilience-is-your-business-how-to-improve-it/
https://www.csoonline.com/article/2079982/strengthening-cyber-resiliency-through-collaboration.html
https://www.darkreading.com/cyberattacks-data-breaches/why-cybersecurity-is-whole-of-society-issue
https://www.europarl.europa.eu/news/en/press-room/20240308IPR18991/cyber-resilience-act-meps-adopt-plans-to-boost-security-of-digital-products
https://www.europarl.europa.eu/news/en/press-room/20240308IPR18991/cyber-resilience-act-meps-adopt-plans-to-boost-security-of-digital-products
https://www.theverge.com/2024/3/18/24104906/csa-iot-device-security-specification-product-security-verification-mark
https://modernciso.com/2024/04/02/the-top-actionable-cybersecurity-insights-of-2023-and-the-direction-of-travel-for-2024-and-beyond/
https://thehackernews.com/2024/03/making-sense-of-operational-technology.html
https://www.weforum.org/publications/space-the-1-8-trillion-opportunity-for-global-economic-growth/
https://cyberscoop.com/space-critical-infrastructure/
https://hadea.ec.europa.eu/news/connectivity-package-digital-networks-and-infrastructures-hadea-managed-projects-supporting-digital-2024-03-27_en
https://kelley.iu.edu/programs/executive-education-degrees-certificates/professional-certificates/space-cybersecurity.html
https://kelley.iu.edu/programs/executive-education-degrees-certificates/professional-certificates/space-cybersecurity.html
https://www.csis.org/analysis/european-cybersecurity-certification-scheme-cloud-services
https://www.skadden.com/insights/publications/2023/11/latest-draft-of-the-european-cybersecurity-certification-scheme
https://www.euractiv.com/section/cybersecurity/opinion/the-eus-proposed-cloud-sovereignty-bears-risks-for-europe-and-the-world/
https://www.euractiv.com/section/cybersecurity/opinion/the-eus-proposed-cloud-sovereignty-bears-risks-for-europe-and-the-world/
https://www.euractiv.com/section/competition/news/european-industrial-giants-condemn-latest-eu-cybersecurity-agency-decision-on-cloud-sovereignty/
https://research.swtch.com/xz-timeline
https://lwn.net/SubscriberLink/967192/6c39d47b5f299a23/
https://thenewstack.io/linux-xz-backdoor-damage-could-be-greater-than-feared/
https://access.redhat.com/security/cve/CVE-2024-3094
https://www.bleepingcomputer.com/news/security/new-xz-backdoor-scanner-detects-implant-in-any-linux-binary/
https://www.theguardian.com/commentisfree/2024/apr/06/xz-utils-linux-malware-open-source-software-cyber-attack-andres-freund
https://www.openwall.com/lists/oss-security/2024/03/29/4
https://www.openwall.com/lists/oss-security/2024/03/29/4
https://arstechnica.com/security/2024/03/backdoor-found-in-widely-used-linux-utility-breaks-encrypted-ssh-connections/
https://www.theregister.com/2024/04/01/xz_backdoor_open_source/
https://arstechnica.com/security/2024/04/what-we-know-about-the-xz-utils-backdoor-that-almost-infected-the-world/
https://www.lawfaremedia.org/article/backdoor-in-xz-utils-that-almost-happened
https://www.trendmicro.com/en_us/research/24/d/earth-freybug.html
https://www.bleepingcomputer.com/news/security/winntis-new-unapimon-tool-hides-malware-from-security-software/
https://www.axios.com/2024/04/11/federal-government-microsoft-emails-hack
https://www.darkreading.com/cloud-security/feds-microsoft-clean-up-cloud-security-act
https://techcrunch.com/2024/04/10/apple-warning-mercenary-spyware-attacks/
https://www.darkreading.com/vulnerabilities-threats/apple-warns-users-targeted-by-mercenary-spyware
https://www.wired.com/story/p4x-north-korea-internet-hacker-identity-reveal/
https://therecord.media/after-lockbit-takedown-its-purported-leader-vows-to-hack-on
https://therecord.media/palau-attack-who-was-behind-china-us
https://therecord.media/palau-attack-who-was-behind-china-us
https://thehackernews.com/2024/04/the-drop-in-ransomware-attacks-in-2024.html
https://thehackernews.com/2024/04/the-drop-in-ransomware-attacks-in-2024.html
https://www.csoonline.com/article/2069830/the-state-of-ransomware.html
https://www.darkreading.com/ics-ot-security/cyberattacks-wreaking-physical-disruption-on-the-rise
https://therecord.media/cybercriminals-plant-malware-facebook-ai-brands
https://therecord.media/cybercriminals-plant-malware-facebook-ai-brands
https://www.merriam-webster.com/dictionary/jailbreak
https://www.scmagazine.com/news/chatgpt-jailbreak-prompts-proliferate-on-hacker-forums
https://www.theregister.com/2024/03/28/ai_bots_hallucinate_software_packages/
https://www.darkreading.com/cyberattacks-data-breaches/hackers-posing-law-firms-phish-global-orgs-multiple-languages
https://www.secureworks.com/blog/are-scammers-using-ai-to-enhance-fake-obituary-sites
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+ No primeiro trimestre do ano, a Internet foi interrompida
intencionalmente 22 vezes. ’;:8‘ Number of Shutdowns in First Quarter

« Em 2023, o Cyber Command dos EUA enviou 22 missdes
da Cyber National Mission Force para 17 paises, tendo 20
partilhado quase uma centena de novos programas de
malware com a comunidade de ciberseguranca.

- Tabela de precos da Crowdfense para combater

vulnerabilidades “zero-day".
+ 0 Open Worldwide Application Security Project (OWASP)
alertou os seus “chapters” para um acesso ilegal aos seus

dados.

+ Ucrania é palco da primeira “guerra de hackers”.

Source: |nternet Society Pulse Shutdown Tracker

.
Como o Mundial de Futebol do Qatar em 2022 podia ter g o sosery

sido "hackado”.

LER

@ Responding to a cyber incident - a guide for CEOs

@ Foresight Cybersecurity Threats for 2030

@ Retaliating against cyber-attacks: a decision-taking framework for
policy-makers and enforcers of international and cybersecurity law

@ 6G Security White Paper

@PrlmntEr t Regulament Inteligéncia Artificial

O Al-enabled Crime (video)
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https://pulse.internetsociety.org/blog/tracking-internet-shutdowns-in-2024-q1?s=03
https://therecord.media/cyber-command-hunt-forward-missions-2023-haugh-senate
https://www.armed-services.senate.gov/imo/media/doc/20242.pdf
https://www.crowdfense.com/exploit-acquisition-program/
https://owasp.org/www-chapter-lisboa/
https://therecord.media/owasp-foundation-warns-of-data-breach-resumes
https://spectrum.ieee.org/ukraine-hackers-war
https://www.darkreading.com/cyber-risk/how-the-2022-qatar-world-cup-soccer-was-nearly-hacked
https://www.darkreading.com/cyber-risk/how-the-2022-qatar-world-cup-soccer-was-nearly-hacked
https://www.ncsc.gov.uk/guidance/ceos-responding-cyber-incidents
https://www.enisa.europa.eu/news/skills-shortage-and-unpatched-systems-soar-to-high-ranking-2030-cyber-threats
https://link.springer.com/article/10.1365/s43439-024-00113-5
https://www.oppo.com/content/dam/oppo/common/mkt/footer/OPPO-6G-Security-WhitePaper-EN.pdf
https://www.cisa.gov/sites/default/files/2024-04/CSRB_Review_of_the_Summer_2023_MEO_Intrusion_Final_508c.pdf
https://www.cisa.gov/resources-tools/resources/understanding-and-responding-distributed-denial-service-attacks
https://www.europarl.europa.eu/news/en/press-room/20240308IPR19015/artificial-intelligence-act-meps-adopt-landmark-law
https://www.ucl.ac.uk/steapp/collaborate/policy-impact-unit/policy-brief-ai-enabled-future-crime
https://youtu.be/Wc1yCYgwjfg

	Capa Digest Abril24
	PTSOC digest Abril2024
	Capa Digest Abril24
	PTSOC digest Abril2024




