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A ciberseguranca em Portugal

Decisores de 184 organizagdes nacionais reconhecem a importéncia da
ciberseguranca nas atividades e protecéo da sua organizacao. 45% dos
inquiridos para um estudo da Microsoft em Portugal antecipa um investimento
futuro em ciberseguranca, com 84% a colocar o principal foco no reforco da
consciencializacdo e formacéo dos colaboradores. Segue-se a avaliacéao regular ~ 500/
dos riscos (69%) e auditorias de seguranca ou monitorizacdo de ameacas em 0

investiu mais em ciberseguranga

tempo real, ambas com 66%. | nos tltimos anos

No passado, metade das organizacdes investiu mais em ciberseguranca,
nomeadamente antivirus e malware (81%), medidas de autenticacao fortes para
acesso a sistemas criticos (71%) e “firewalls” (61%). As entidades expostas a
ciberincidentes afirmaram nao terem tido perdas financeiras (68%) ou perda de dados (62%), quase a mesma
percentagem que considera a comunicacao as autoridades como um procedimento normal.

Fonte: Estado da Ciberseguranga em Portugal
Desafios para as novas e inumeras competéncias dos CISO

Desde o inicio do ano, foram despedidas

mais de 50 mil pessoas em duas centenas

de empresas tecnoldgicas, algo semelhante
ao “crash” das .com em 2001, levando muitos
Retail profissionais a aceitarem cortes salariais - isto

Tech layoffs by industry

Source: https /layoffs.fyi
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Consumer se encontrarem um novo emprego.
Hardware
Food
Healthcare No entanto, alguns empregos de topo na
Finance . . ~
. ciberseguranca ainda sdo bem remunerados,
Transportation
Sales a acompanhar as novas exigéncias requeridas
g Ed”:ﬂa“;” aos CISO. Estes estao agora sempre em
3 edia . . .. .
B Data evolucdo, a gerir potenciais ameacas legais,
Marketing a lidar com uma gestéo de competéncias
c HtR cada vez mais exigente e diversificada,
rypto . .
Security confrontando-se com ex-profissionais que
Travel aderiram ao cibercrime num turbulento
Real Estat . - .
ealEstae ambiente de consolidacao onde também
All Others . d i ¢
0 S s0000 MPeram os despedimentos.

Employees Laid Off Mesmo em Portugal, onde os cursos estao a
aumentar, continuam a faltar especialistas
em ciberseguranca. Noutros paises, ja se questiona uma reciclagem formativa e a contratacéo de hackers e
cibercriminosos como uma potencial solucao para a referida escassez de talentos.

Fontes: Laid-off techies face ‘sense of impending doom’ with job cuts at highest since dot-com crash: 5 of the highest-paying cybersecurity jobs right now;

The CISO Role Is Changing. Can CISOs Themselves Keep Up? What Is A Chief Information Security Officer? Beyond the table stakes: CISO lan Schneller on
cybersecurity’s evolving role; What Compani ! hould Know A t Rising L | Threats; How I rity rol re changing and what to look for when
hiring: Building a robust cyber security workforce; The essential requirements for landing a career in cybersecurity; How gen Al helps entry-level SOC analysts
improve their skills; Brok r Pros Flock t rcrime Side Hustles; Tj n Managing Diver: rity Teams; Relatério Ciber: ran m Portugal -

Sociedade; Help Wanted From Convicted Cybercriminals; Cybersecurity skills gap: Why it exists and how to address it


https://pulse.microsoft.com/wp-content/uploads/2024/02/Microsoft_Security_Report_final.pdf
https://www.cnbc.com/2024/03/15/laid-off-techies-struggle-to-find-jobs-with-cuts-at-highest-since-2001.html
https://fortune.com/education/articles/here-are-5-of-the-highest-paying-cybersecurity-jobs/
https://www.darkreading.com/cybersecurity-operations/ciso-role-changing-can-cisos-keep-up
https://www.forbes.com/sites/technology/article/chief-information-security-officer-ciso/
https://www.csoonline.com/article/1311014/beyond-the-table-stakes-ciso-ian-schneller-on-cybersecuritys-evolving-role.html
https://www.csoonline.com/article/1311014/beyond-the-table-stakes-ciso-ian-schneller-on-cybersecuritys-evolving-role.html
https://www.darkreading.com/cyber-risk/what-companies-cisos-should-know-about-rising-legal-threats
https://www.csoonline.com/article/1257437/how-cybersecurity-roles-are-changing-and-what-to-look-for-when-hiring.html
https://www.csoonline.com/article/1257437/how-cybersecurity-roles-are-changing-and-what-to-look-for-when-hiring.html
https://www.cshub.com/security-strategy/articles/building-a-robust-cyber-security-workforce
https://fortune.com/education/articles/cybersecurity-requirements-to-land-a-career/
https://www.csoonline.com/article/1310938/how-genai-helps-entry-level-soc-analysts-improve-their-skills.html
https://www.csoonline.com/article/1310938/how-genai-helps-entry-level-soc-analysts-improve-their-skills.html
https://www.darkreading.com/cybersecurity-operations/broke-cyber-pros-cybercrime-side-hustles
https://www.darkreading.com/cybersecurity-operations/tips-managing-diverse-security-teams
https://www.cncs.gov.pt/docs/rel-sociedade2023-observ-cncs-dig.pdf
https://www.cncs.gov.pt/docs/rel-sociedade2023-observ-cncs-dig.pdf
https://www.darkreading.com/cybersecurity-careers/help-wanted-from-convicted-cybercriminals
https://www.techtarget.com/searchsecurity/tip/Cybersecurity-skills-gap-Why-it-exists-and-how-to-address-it
https://www.linkedin.com/company/associa%C3%A7%C3%A3o-dns-pt/
https://www.facebook.com/dns.pt

Rejeicao a inteligéncia artificial

A ciberseguranca € a principal preocupacao com a inteligéncia artificial (1A), revelou um inquérito em 17 paises,
embora 85% acredite que ela resulta numa série de beneficios. 61% dos inquiridos desconfia dos sistemas
de IA e 67% tem uma “aceitacédo moderada”. Outro inquérito de 2023 aponta os ciberatagues como a maior
~ o o .

Top concerns about Al include cyberattacks, identity theft, sale of personal preOCL.Jpaan para 80%. er.1quar.1to 78% areceia pe_las
data, and a lack of accountability for those using Al-powered tools capacidades de roubo de identidade e 74% que seja
Atleast 7in 10 U.S. adults of all political affiliations are concerned about deceptive political ads created by Al - . ., . Yy

utilizada para criar anuncios politicos enganadores.

Concerned (Very/Somewhat) are you, i at all, about the fllowi Al offerings il , image
generators, and facial recognition tools?

evmer— P Avaia que a audiéncia do festival SXSW proporcionou
e — este ano a conteudos sobre a IA foi a mais recente
e __ o demonstracdo de que nem todos estéo satisfeitos
b s to et desptve it o com a evolucdo ou demonstram confianca na
S tecnologia. O Edelman Trust Barometer 2024 mostra
Ufiistbutonof Al causing ha o dsantgedsoptions | =+ resisténcia e entusiasmo com a IA, com 35% a rejeita-
Ut of A arefs nd e | e la e 30% interessados na mesma. Tudo isto ocorre

Al replacing me at my job (among those employed) _ 52%
quando o Parlamento Europeu aprovou o Al Act.

Fontes: Trust in artificial intelligence: a global study: Public Trust in Al Technol Declines Amid Rel: f Consumer Al Tools; SXSW A
Festival Videos Touting the Virtues of Al; Festival crowd boos San Francisco techies over ‘Al is a culture’ video; Edelman Trust Barometer; What You Need To Know
About The EU Al Act

EUA: mais queixas ao FBI, mais roubos de identidade

O Internet Crime Report de 2023, publicado pelo Internet

Crime Complaint Center (IC3) do FBI, revelou que os Complaints and Losses over the Last Five Years™
prejuizos com a cibercriminalidade atingiram os 12.500 2019 - 457,361 o 3.79 Million
milhdes de ddlares, relativos a cerca de 880 mil queixas - Vst eiisietiis

mais 10% do que em 2022. 2020 m 542 8ilon $37.4 Billion

Total Losses
o | ——

Mais de 1.300 milhdes de délares foram perdidos em sesen

esquemas de roubo de identidade, com os criminosos 2022 “ J—

a fazerem-se passar por autoridades do governo ou de sote

suporte técnico. O nimero destas reclamacdes quase 20 h 125 Bilon

triplicou, crescendo de 13.633 em 2019 para 37.560 no ano

passado.

W Complaints M Losses

Fontes: Internet Crime Report; Tech Support Firms Will Pay S26 Million to Settle FTC Charges That They Deceived Consumers into Buying Repair Services
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- Portugal tem “um grande potencial” para liderar em areas como a IA, a
MEGATENDENCIAS ciberseguranca ou a mobilidade sustentavel, segundo a sintese do estudo

2 O 5 O “Megatendéncias 2050. 0 mundo em mudanca, impactos em Portugal”. O pais
“é e sera um importante ponto de interesse para o mercado de dados”, devido a
0 mundo em mudanca:

impactos em Portugal localizacao geogréfica estratégica entre a Europa e o Atlantico.

- Os ciberseguros normalizaram-se em muitas organizacées, requerendo a atencéao

entre administradores financeiros (CFQ). de Tl (CISO), e apoio dos CEQ.

« Como identificar um ciber-atacante, para efeitos legais ou outros, quando em

muitos casos s&o apenas “programadores egoistas” a querer enganar todos,

incluindo os seus pares.



https://assets.kpmg.com/content/dam/kpmg/au/pdf/2023/trust-in-ai-global-insights-2023.pdf
https://www.mitre.org/news-insights/news-release/public-trust-ai-technology-declines-amid-release-consumer-ai-tools
https://variety.com/2024/tv/news/sxsw-audiences-boo-videos-artificial-intelligence-ai-1235940454/
https://variety.com/2024/tv/news/sxsw-audiences-boo-videos-artificial-intelligence-ai-1235940454/
https://www.sfgate.com/tech/article/sxsw-crowd-boos-ai-promo-video-19034370.php
https://www.edelman.com/sites/g/files/aatuss191/files/2024-02/2024%20Edelman%20Trust%20Barometer%20Global%20Report_FINAL.pdf
https://modernciso.com/2024/02/14/what-you-need-to-know-about-the-eu-ai-act/
https://modernciso.com/2024/02/14/what-you-need-to-know-about-the-eu-ai-act/
https://www.ic3.gov/media/pdf/annualreport/2023_ic3report.pdf
https://www.ftc.gov/news-events/news/press-releases/2024/03/tech-support-firms-will-pay-26-million-settle-ftc-charges-they-deceived-consumers-buying-repair
https://www.gee.gov.pt/pt/?option=com_fileman&view=file&routed=1&name=MegatendenciasBreveIntro_RePLAN.pdf&folder=&container=fileman-files
https://www.darkreading.com/cyber-risk/cyber-insurance-strategy-requires-ciso-cfo-collaboration
https://www.darkreading.com/cyber-risk/cyber-insurance-strategy-requires-ciso-cfo-collaboration
https://www.darkreading.com/cybersecurity-operations/what-cybersecurity-chiefs-need-from-their-ceos
https://www.darkreading.com/cyberattacks-data-breaches/how-to-identify-cyber-adversary-what-to-look-for
https://www.axios.com/2024/03/08/ransomware-hack-scams-chaos

« As recomendacdes da Agéncia de Seguranca Nacional o

Automate

(NSA) para os CISO sobre a estratégia “zero-trust” no pilar L
Network and Environment devem ser adotadas por todas fikbasec rasponess

; ~ " Enforce access
as organizacdes, nomeadamente para que “segmentem as [ betiaen

. R - - . O—{ segments
redes e limitem o acesso de utilizadores ndo autorizados a Segment
. - , - functional areas
|nf0rmagoes sensivels. and implement

SDN
.. . “ " . Map flows
« Iniciativas para software “open source” mais seguro.
INTERMEDIATE ADVANCED

Figure 2: Zero Trust network and environment pillar maturity

- Visa gere meio milhdo de ciberatagues por més.
« A Franca sofreu um ciberataque de “uma magnitude inédita, em intensidade, tempo e na desmultiplicagdo
do ndmero de pontos de ataque”, com 800 sites sob pressdo durante dois dias, declarou o ministro da

Administracdo Publica, Stanislas Guerini.

« Numa atividade conhecida por “SubdoMailing”, mais de 8.000 dominios e 13 mil subdominios legitimos foram

usados numa campanh istribuica m e monetiz
Share of companies paying hackers' ransom demands - Deve-se ou nao banir o pagamento dos (em queda)
Qurtery;12019-04 2023 pedidos de ransomware? Os valores, normalmente em

criptomoeda e, por vezes, duplicados com a repeticao
dos ataques apds o pagamento, sdo elevados: o grupo
LockBit acumulou mais de 125 milhdes de ddlares dos
resgates nos ultimos 18 meses.

- Licbes do ciberat a British Li

»20% |« Porque estdo “red teams” a analisar modelos de IA? E

porgue sao os assistentes de IA inseguros?

Data:Coneare;Chart: s Viuai - Para agilizar tarefas comuns da cibersegurancga,
hatGPT mini?

« A Microsoft vai lancar em Abril o “chatbot” de ciberseguranca Copilot for Security, com um modelo de custo
r “uni mputacs ranca”.

+ 0 Microsoft Configuration Manager (MCM) ou System Center Configuration Manager (SCCM) é uma tecnologia
usada por administradores de sistemas para gerir dispositivos em redes Windows, cujas fragilidades

foram agora acumuladas por investigadores da empresa de “pen-testing” SpecterOps. A base de dados,
Misconfiguration Manager, inclui ainda estratégias defensivas.

« No ano passado, a Google pagou 10 milhdes de ddlares a 632 Total rewards in 2023 B
investigadores de 68 paises pela detegcdo e comunicacéao de $1 O mi"ion siow

falhas de seguranca (“bug hunting”) nos seus produtos e servigos.

+ O National Cyber Security Centre britanico disponibilizou duas
ferramentas online para analisar a seguranca dos Web browsers

(Qhﬂkmmb_b_m&[) e de Va"dagéo da seguranca do email 2015 2016 2017 2018 2019 2020 2021 2022 2023

(Check your email security), quando o roubo de passwords validas
tem aumentado para a distribuicdo de malware.

- 0 que é o software de seguranca da informacéo e de gestdo de eventos (SIEM) e como serve as necessidades
das organizacées.


https://media.defense.gov/2024/Mar/05/2003405462/-1/-1/0/CSI-ZERO-TRUST-NETWORK-ENVIRONMENT-PILLAR.PDF
https://media.defense.gov/2024/Mar/05/2003405462/-1/-1/0/CSI-ZERO-TRUST-NETWORK-ENVIRONMENT-PILLAR.PDF
https://www.darkreading.com/cybersecurity-operations/6-ciso-takeaways-nsa-zero-trust-guidance
https://www.darkreading.com/cybersecurity-operations/6-ciso-takeaways-nsa-zero-trust-guidance
https://www.theregister.com/2024/03/08/securing_opensource_software_whose_job/
https://www.cybersecuritydive.com/news/visa-investment-cybersecurity-threats-fraud-scams/709898/
https://therecord.media/france-government-ddos-incident
https://www.20minutes.fr/high-tech/by-the-web/4081649-20240316-cyberattaque-800-sites-administratifs-vises-lors-operation-ampleur-inedite
https://labs.guard.io/subdomailing-thousands-of-hijacked-major-brand-subdomains-found-bombarding-users-with-millions-a5e5fb892935
https://thehackernews.com/2024/02/8000-subdomains-of-trusted-brands.html
https://www.msspalert.com/perspective/ransomware-to-pay-or-not-to-pay-what-the-experts-say
https://www.techtarget.com/searchsecurity/feature/Infosec-pros-weigh-in-on-proposed-ransomware-payment-bans
https://www.axios.com/2024/01/30/ransomware-pay-out-decline-chart
https://www.infosecurity-magazine.com/news/orgs-repeat-ransomware-paying/
https://www.bleepingcomputer.com/news/security/lockbit-ransomware-gang-has-over-110-million-in-unspent-bitcoin/
https://www.bl.uk/home/british-library-cyber-incident-review-8-march-2024.pdf
https://www.cyberdaily.au/security/10327-british-library-warns-ransomware-gangs-that-the-british-state-will-not-pay-ransom
https://spectrum.ieee.org/red-team-ai-llms
https://www.wsj.com/articles/welcome-to-the-era-of-badgpts-a104afa8
https://arstechnica.com/security/2024/03/hackers-can-read-private-ai-assistant-chats-even-though-theyre-encrypted/
https://www.darkreading.com/cybersecurity-operations/chatgpt-vs-gemini-which-is-better-for-10-common-infosec-tasks
https://www.cnbc.com/2024/03/13/microsoft-uses-compute-units-to-charge-customers-for-security-copilot.html
https://www.cnbc.com/2024/03/13/microsoft-uses-compute-units-to-charge-customers-for-security-copilot.html
https://posts.specterops.io/misconfiguration-manager-overlooked-and-overprivileged-70983b8f350d
https://github.com/subat0mik/Misconfiguration-Manager
https://security.googleblog.com/2024/03/vulnerability-reward-program-2023-year.html
https://security.googleblog.com/2024/03/vulnerability-reward-program-2023-year.html
https://bughunters.google.com/
https://checkcybersecurity.service.ncsc.gov.uk/browser-check
https://checkcybersecurity.service.ncsc.gov.uk/email-security-check
https://www.axios.com/2024/03/05/passwords-data-breaches-malware
https://www.csoonline.com/article/524286/what-is-siem-security-information-and-event-management-explained.html

o digest

« Recomendacdes para uma melhor gestdo da seguranca dos dados (SDM).

+ 0 “problema invisivel” no valor de 1.520 bilides de délares do desajustado software antigo.

- 0 Cybercrime Atlas, uma colaboracgéo publico-privada internacional para mapear as relacdes entre grupos
cibercriminosos e mitigar o impacto do cibercrime, deve entrar em funcionamento ainda este ano.

« O National Institute of Standards and Technology (NIST) norte-americano

lancou a versao 2.0 do seu Cybersecurity Framework.

R
© .
& GOVERy - A Federal Communications Commission aprovou o U.S. Cyber Trust

Mark, um rétulo voluntario para indicar que dispositivos de consumo na

NIST Internet das Coisas (loT) cumprem normas de ciberseguranca. Estimativas
C;'r’:,:‘?;g::" apontam para mais de 1,5 mil milhdes de ataques contra dispositivos loT
no primeiro semestre de 2021, cujo ndmero deve ultrapassar os 25 mil
milhdes em funcionamento até 2030.
DETECY « Investigadores descobriram como incendiar um smartphone através do

carregador sem fios.

O Comissao Europeia apresenta novas iniciativas para as
infraestruturas digitais

O Proteger as eleicées na UE face aos desafios da
iber ran

OAIcangado acordo politico sobre o Regulamento
ibersolidari

O Cybersecurity for Beginners - a curriculum

@ omissao langa convite

capacidades e tecnologias digitais
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https://www.theregister.com/2024/03/14/wef_cybercrime_atlas/
https://www.theregister.com/2024/03/14/wef_cybercrime_atlas/
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf?stream=top
https://www.fcc.gov/document/fcc-creates-voluntary-cybersecurity-label-program-smart-products
https://www.fcc.gov/document/fcc-creates-voluntary-cybersecurity-label-program-smart-products
https://techxplore.com/news/2024-02-cyberattack-smartphone-wireless-charger.html
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/digital-services-act_pt
https://digital-strategy.ec.europa.eu/pt/library/report-cybersecurity-and-resiliency-eu-communications-infrastructures-and-networks
https://ec.europa.eu/commission/presscorner/detail/pt/ip_24_941
https://ec.europa.eu/commission/presscorner/detail/pt/ip_24_941
https://www.enisa.europa.eu/news/safeguarding-eu-elections-amidst-cybersecurity-challenges
https://www.enisa.europa.eu/news/safeguarding-eu-elections-amidst-cybersecurity-challenges
https://ec.europa.eu/commission/presscorner/detail/pt/IP_24_1332
https://ec.europa.eu/commission/presscorner/detail/pt/IP_24_1332
https://github.com/microsoft/Security-101?tab=readme-ov-file
https://digital-strategy.ec.europa.eu/pt/news/commission-opens-calls-invest-over-eu176-million-digital-capacities-and-tech
https://digital-strategy.ec.europa.eu/pt/news/commission-opens-calls-invest-over-eu176-million-digital-capacities-and-tech
https://www.whitehouse.gov/wp-content/uploads/2024/02/Final-ONCD-Technical-Report.pdf



