
7 TIPS TO BE SAFE ONLINE

11
PROTECT YOUR COMPUTER AND MOBILE PHONE:

Keep your devices up to date with the latest security 
updates and install only trusted apps. 
Most attacks use known vulnerabilities.

Beware of free applications and software!

Attention when using public networks, 
they are easy entrances to criminal actions!

2
PROTECT YOUR INFORMATION:

Keep your data safe through the use of strong 
encryption and periodic backups.

Think twice before making your personal 
data available online!

3
BE CAREFUL WHAT YOU CLICK:

Think before you click on a link and open a file 
you received. The file despite looking legitimate 
could be malware.

Control your curiosity!

4
PROTECT YOUR DIGITAL IDENTITY:

Use secure authentication methods, such as, 
stronger passwords and whenever possible 

multiple authentication factors.

Become indecipherable!

5
BUY ONLINE WITH CONFIDENCE

Don't buy from websites you don't know 
or don't have any feedback on.

Check if the site has trust seals 
(CONFIO, for example); uses https. 
Prefer to use temporary credit cards 
to make payments.

6
SHARE SECURELY

Do not share too much personal 
information on social media, you run 

the risk that it could be used, for example, 
in targeted phishing attacks.

Oops!

7
REPORT IN CASE OF DOUBT

If you identify a malicious .pt site or any other 
situation that you consider a security problem 
under .pt zone, report it to us using the form at: 
https://ptsoc.pt.pt/en/reportar-incidentes/

We are even more
www.pt.pt


